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dotDefender v5.13 for Apache — Release Notes

January, 2014

This document describes the new features of this release and important changes since the previous
one.
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dotDefender v5.13 for Apache

Applicure Technologies is proud to announce dotDefender version 5.13.
This release includes fixes for known bugs.

Known issues and workarounds

The following issues are known to Applicure, and at the moment, workarounds for these issues are
available to overcome them. These issues will be fixed and implemented in future releases.

e suEXEC integration:

Under certain configurations, it is important to integrate dotDefender with sueXEC.

Workaround: A built-in script, which comes with the installation, must be executed.

Contact the Support Team or visit our knowledgebase for instructions.
(http://applicuresupport.helpserve.com/index.php? m=knowledgebase& a=viewarticle&kbarticlei
d=29&nav=0,13).

e Sijte generation issue:

After dotDefender has already been installed, newly added websites will sometimes not

appear in the interface under the sites list.

Workaround: A built-in script, which comes with the installation, must be executed. Contact the
Support Team for instructions.
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e Multi-Threaded issue:

On an Apache server configured to work as Multi-Threaded and not Single-Threaded,
Segmentation Faults might occur. This configuration is usually found on Ubuntu server.
Workaround: Change server configuration to work Single-Threaded. Contact the Support
Team for instructions.

e Rule Updates:

Make sure that the Rule Updates daemon is up and running, as the GUI doesn't present errors.

e SE-Linux:

It is preferred to turn OFF SE-Linux, as it might conflict with dotDefender.
Turn SE-Linux off by executing: # setenforce 0

e |TK module:

In Apache with ITK module loaded additional configuration needed to allow writing to attack
database. Contact the Support Team for instructions.

Fixed issues

This section contains issues that have been fixed and implemented in this dotDefender version.

e Fixed bug which caused to Session Protection to block IP before preconfigured number

e Compromized IPs rules removed
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